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1	Decision/action requested
It is proposed to add Generic assets and threats of GVNP for type 2 into clause 5.2.3.c.
2	References
	[1]  3GPP TR 33.916: "Security Assurance Methodology (SCAS) for 3GPP network products"
	[2]  3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes"
	[3]  3GPP TR 33.117: "Catalogue of general security assurance requirements"
	[4]  3GPP TR 21.905: " Vocabulary for 3GPP Specifications"
[5] 3GPP TS 28.500: "Management concept, architecture and requirements for mobile networks that include virtualized network functions"
[6] ETSI GS NFV-SEC 001: "Network Functions Virtualisation (NFV); NFV Security; Problem Statement"
[7] GSMA Network Equipment Security Assurance Scheme – Vendor Development and Product Lifecycle Requirements and Accreditation Process
[8] ETSI GR NFV-SEC 007: "Functions Virtualisation (NFV); Trust; Report on Attestation Technologies and Practices for Secure Deployments"
[9]3GPP TR 33.848: "Study on security impacts of virtualisation"
[10] 3GPP TR 33.805: "Study on security assurance methodology for 3GPP network products (Release 12) "
[11] ETSI GS NFV 002: " Network Functions Virtualisation (NFV); Architectural Framework"

3	Rationale
This contribution analyzes the generic assets and threats of GVNP for type 2 and adds related texts into clause 5.2.3.c.
4	Detailed proposal
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5.2.3.c.1 Generic assets for GVNP of type 2
In addition to the critical assets for GVNP of type 1 described in clause 5.2.3.b.1, GVNP of type 2 also has the following critical assets:
-	Interface between virtualisation layer and hardware, for creating an execution environment of VNFs, and collecting relevant hardware resource state information for managing the VNFs without being dependent on any hardware platform;
-    Interface between virtualisation layer and Virtualised Infrastructure Manager (VIM), for resource management.
Moreover, for interface between VNF and virtualisation layer, compared to GVNP of type 1, it is only considered when VNF is decoupled from virtualisation layer.
5.2.3.c.2 Generic threats for GVNP of type 2
5.2.3.c.2.1 Introduction
Compared to GVNP of type 1, GVNP of type 2 has virtualisation layer besides 3GPP VNF. So the generic threats of GVNP for type 1 in clause 5.2.3.b.2 can be basically applied to GVNP for type 2. The following subclauses will describe the critical threats for GVNP of type 2.
5.2.3.c.2.2 Threats relating to 3GPP-defined interfaces
All texts from clause 5.2.3.b.2.2 also apply to GVNP of type 2.
5.2.3.c.2.3 Threats relating to ETSI-defined interfaces
In addition to threats described in clause 5.2.3.b.2.3, GVNP of type 2 also has following threats relating to ETSI-defined interfaces[11]:
-     The threats on interface between virtualisation layer and hardware: an attacker can utilize the vulnerabilities of hadware (e.g. Meltdown and Spectre of CPU in host) to attack virtualisation layer and/or VNFs through this interface, resulting in information disclosure or DoS etc. 
-     The threats on interface between virtualisation layer and VIM: an attacker can tamper the specific assignment of virtualised resources to cause resource assignment errors or an attacker can intercept virtualised resources state information  leading to information disclosure. 
-     The threats on interface between virtualisation layer and VNF: an attacker can utilize a vulnerability to compromise virtualizsation layer through a malicious VNF. 
NOTE: the threats on the interface between 3GPP VNF and virtualisation layer only apply when VNF is decoupled from virtualisation layer.
Editor’s note: More threats described in 3GPP TR 33.848[9] or/and ETSI specifications are to be added if identified as related to the above two interfaces. 
5.2.3.c.2.4 Spoofing identity
5.2.3.c.2.4.1 Default Accounts
The threat in clause 5.3.3.1 of TR 33.926[2] also applies to GVNP of type 2. In addition to using default account to access GVNP, an attacker can also utilize default account to access VNF of GVNP for type 2 through VNC (Virtual Network Console). 
5.2.3.c.2.4.2 Weak Password Policies
The threat in clause 5.3.3.2 of TR 33.926[2] also applies to GVNP of type 2. In addition to using weak password to access GVNP, an attacker can also utilize weak password to access VNF of GVNP of type 2 through VNC (Virtual Network Console).
5.2.3.c.2.4.3 Password peek
The threat in clause 5.3.3.3 of TR 33.926[2] also applies to GVNP of type 2. In addition to using peeked password to access GVNP, an attacker can also utilize peeked password to access VNF of GVNP of type 2 through VNC (Virtual Network Console).
5.2.3.c.2.4.4 Direct Root Access
The threat in clause 5.3.3.4 of TR 33.926[2] also applies to GVNP of type 2.
5.2.3.c.2.4.5 IP Spoofing
All texts from clause 5.3.3.5 of TR 33.926[2] also apply to GVNP of type 2. The objectives of unauthorized access include VNF and virtuliasation layer rather than a computer.
5.2.3.c.2.4.6 Malware
The threat in clause 5.3.3.6 of TR 33.926[2] also applies to GVNP of type 2.
5.2.3.c.2.4.7 Eavesdropping
The threat in clause 5.3.3.7 of TR 33.926[2] also applies to GVNP of type 2.
5.2.3.c.2.5 Tampering
5.2.3.c.2.5.1 Software Tampering
The threat in clause 5.3.4.1 of TR 33.926[2] also applies to GVNP of type 2.
5.2.3.c.2.5.2 Ownership File Misuse
The threat in clause 5.3.4.2 of TR 33.926[2] also applies to GVNP of type 2.
5.2.3.c.2.5.3 Boot tampering for GVNP of type 2
For GVNP of type 2, like the threat described in clause 5.3.4.3 of TR 33.926[2], bootloader of guest OS and/or host OS may be maliciously tampered by an attacker when it is booted from external source. In addition, the bootloader of guest OS may also be tamperred, with reference to the description in clause 5.2.3.b.2.5.3. The threat is described as follows:
-	Threat name: GVNP of type 2 boot tampering
-	Threat Category: Tampering
-	Threat Description: The bootloader of host OS and guest OS for GVNP may be maliciously tamperred by an attacker, e.g. the attacker compromises host OS to tamper the bootloader of guest OS, or tampers the bootloader of host OS when it is booted from external source (such as USB flash drive, memory card). 
-	Threatened Asset: guest operating system, host OS
5.2.3.c.2.5.4 Log Tampering
The threat in clause 5.3.4.4 of TR 33.926[2] also applies to GVNP of type 2.
5.2.3.c.2.4.5 OAM traffic Tampering
The threat in clause 5.3.4.5 of TR 33.926[2] also applies to GVNP of type 2.
5.2.3.c.2.4.6 File Write Permissions Abuse
The threat in clause 5.3.4.6 of TR 33.926[2] also applies to GVNP of type 2.
5.2.3.c.2.4.7 User Session Tampering
The threat in clause 5.3.4.7 of TR 33.926[2] also applies to GVNP of type 2.
5.2.3.c.2.6 Repudiation
5.2.3.c.2.6.1 Lack of User Activity Trace
The threat in clause 5.3.5.1 of TR 33.926[2] also applies to GVNP of type 2.
5.2.3.c.2.7 Information disclosure
The threat in all subclauses of clause 5.3.6 for TR 33.926[2] also applies to GVNP of type 2.
5.2.3.c.2.8 Denial of Service
The threat in all subclauses of clause 5.3.7 for TR 33.926[2] also applies to GVNP of type 2.
In addition, all text from clause 5.2.3.b.2.8 also applies to GVNP of type 2 in decoupling scenario.
Editor’s Note: Additional threats are FFS.
5.2.3.c.2.9 Elevation of privilege
The threat in all subclauses of clause 5.3.8 for TR 33.926[2] also applies to GVNP of type 2.
5.2.3.c.2.10 Summary of threats for GVNP of type 1
The threats for GVNP of type 1 can be compared to TR 33.926[2] and summarized as following:
	Threat Category
	Detailed threat
	Comparison to TR33.926[2]

	Threats relating to 3GPP-defined interfaces
	-
	All threats can be applied.

	Threats relating to ETSI-defined interfaces
	-
	New threats:
-	The threats on interface between 3GPP VNF and VNFM
-     The threats on interface between 3GPP VNF and virtualisation layer
-     The threats on interface between virtualisation layer and VNF 
-     The threats on interface between virtualisation layer and hardware
-     The threats on interface between virtualisation layer and VIM

	Spoofing identity
	Default Accounts
	Threats can be applied with difference that access through VNC instead of physical console interface.

	
	Weak Password Policies
	Same as above.

	
	Password peek
	Same as above.

	
	Direct Root Access
	Threats can be applied.

	
	IP Spoofing
	Threats can be applied with difference that objective is VNF and virtuliasation layer rather than computer.

	
	Malware
	Threats can be applied.

	
	Eavesdropping
	Threats can be applied.

	Tampering
	Software Tampering
	Threats can be applied.

	
	Ownership File Misuse
	Threats can be applied.
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	Different threats. See detail in clause 5.2.3.c.2.5.3.

	
	Log Tampering
	Threats can be applied.

	
	OAM traffic Tampering
	Threats can be applied.

	
	File Write Permissions Abuse
	Threats can be applied.

	
	User Session Tampering
	Threats can be applied.

	Repudiation
	Lack of User Activity Trace
	Threats can be applied.

	Information disclosure
	-
	All threats can be applied.

	Denial of Service
	-
	Different threats. See detail in clause 5.2.3.c.2.8.

	Elevation of privilege
	-
	All threats can be applied.
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